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) Same language:

Triple Store
«--*"(Linked data)

L
Data model
m/ Node o - Digital Twins
i :
~ Event based (e.g. departure, arrival, ...)

Node ) Data at the source

Systems
Endpoint

Registration i
service “hes

Integration.

X

"""" Registration
service

Orga;!_lisation

Private node
Endpoint

)=




7’7
/7 Processing layer
it Query Access Policy Data
E4 Processing Evaluation distribution
4
/’ !
4 Data layer )
Ve " Events, queries, responses
7 store
’ 7~ ~N
4
4
7/ Semantic adapter _
7’7 . [
Send/receive
m 7/ SHACL Validator . v
’, Ve APls —— Loglaudit trail Technical protocol(s)
—— Communication
i Communication Protocols
" i-ﬂl Protocols
Communication layer Communication layer

Tnple Storz ~ node

‘(Linked data)

’ 2 Systems
Reglstrahon ) E"dpo‘m
service ”
......... — % Integration-
B Registration LY .
service
— Orgamsatlon

Private node
Endpoint

3




FIRST STEP

) two node - one event implementation

) 1STE PROTOTYPE (DOUANE-TRADELENS CASE)

) PoC: event based communcation with data at the source using het same data model

‘Communication layer

Communication layar

noda

BDI node

Event
Processing layer » Processing layer
Query Access Policy Event . Cuery Access Policy Event
Pracessing Evaluation distribution SPARQL Query Pracessing Evaluation distribution
i H
Data layer e Data layer
| SemanticDatastore | | Search L Linked Data R ~+| SemanticDatastore | | S
:
Fad % Fa By
SHACL Validator SHACL Validator
—— | sendroceve | e——— | sendrocer |
o] 1 oot |
Communication Communication
= i
‘Communication layer Communication layar

BDI node
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V0.1

) Implement a proof-of-concept for a Basic Data-sharing Infrastructure (BDI)
Event based semantic data-sharing between two BDI nodes
Querying data at the source using SPARQL queries
) By creating a working prototype
Demonstrate that it is technically possible to implement
Reference implementation
) Using Tradelens and Douane as an example use-case
We subscribe to Tradelens events like: “Actual Loaded On Vessel” using a WebHook

Data is queried by Douane using a SPARQL query
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DATA HOLDER & DATA USER
V0.1: TWO BDI NODES

{ Data Holder }

Events

Queries

[ Data User }




DATA HOLDER & DATA USER
N+1 BDI NODES

{ Data Holder

Events Queries N+1 Data }

/ Holder/User
[ Data User }/




DATA HOLDER & DATA USER
TRADELENS & DCA

Data Holder
(TL)

Events Queries

Data User
(DCA)




TRADELENS & DCA

Data Holder
(TL)

Events Queries

Data User
(DCA)

Events (RDF in turtle)

@prefix data: <https://ontology.tno.nl/logistics/federated/tradelens#> .
data:DigjtalTwin-c2cb84ce-87€9-4465-bb03-79e34c4d54fe a owl:NamedIndividual, dt:Container .
data:DigitalTwin-d2cbf432-6dff-4f55-ad0a-63fccdaf5c69 a owl:NamedIindividual, dt:TransportMeans .
data:Physicallnfrastructure-AEJEA a owl:NamedIndividual, pi:Location .

data:event-746dd77c-2b71-4b05-b928-7fcd7663e8df a owl:NamedIndividual, event:Event,
event:LoadEvent;
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TRADELENS & DCA

Data Holder
(TL)

Events Queries

Data User
(DCA)

Events (RDF in turtle)

@prefix data: <https://ontology.tno.nl/logistics/federated/tradelens#> .

data:DigitalTwin-c2cb84ce-87e9-4465-bb03-79e34c4d54fe a owl:NamedIndividual, dt:Container .
data:DigitalTwin-d2cbf432-6dff-4f55-ad0a-63fccdaf5c69 a owl:NamedIindividual, dt:TransportMeans .
data:Physicallnfrastructure-AEJEA a owl:NamedIndividual, pi:Location .

data:event-746dd77c-2b71-4b05-b928-7fcd7663e8df a owl:NamedIndividual, event:Event,
event:LoadEvent;

Queries (SPARQL)

PREFIX data: <https://ontology.tno.nl/logistics/federated/tradelens#>
SELECT * WHERE {
data:DigitalTwin-c2cb84ce-87e9-4465-bb03-79e34c4d54fe ?p ?0 .

}
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) COMMUNICATION BETWEEN BDI NODES
CORDA NETWORK

Data Holder
(Corda Node)

A

Secure p2p communication (AMQP/1.0 over TLS)

Data User
(Corda Node)




N+1 BDI NODES = N+1 CORDA NODES

Corda Node
(TL)
[ Corda Node }
Corda Node ( Corda Node
(DCA) (...)
N




LEDGER, DISCOVERABILITY, PERMISSIONING

Corda
Doorman
Corda Node k

(Th) Corda Network
Map

Corda NotaryJ

Corda Node ( Corda Node
(DCA) (...)
N




FROM NON-SEMANTIC TO SEMANTIC DATA

Events (RDF in turtle)

@prefix data: <https://ontology.tnho.nl/logistics/federated/tradelens#> .

data:DigitalTwin-c2ch84ce-87e€9-4465-bb03-79e34c4d54fe a owl:NamedIndividual, dt:Container .
data:DigjtalTwin-d2cbf432-6dff-4f55-ad0a-63fccdaf5c69 a owl:NamedIndividual, dt:TransportMeans .
data:Physicallnfrastructure-AEJEA a owl:NamedIndividual, pi:Location .

data:event-746dd77c-2b71-4b05-b928-7fcd7663e8df a owl:NamedIndividual, event:Event,
event:LoadEvent;

Events from Tradelens are in JSON format

"eventType": "actualLoadedOnVessel",

"eventName": "Actual loaded on vessel",

"consignmentld": "9c0a54d9-b152-4019-8994-283353ffdaaa",
"transportEquipmentld": "c2cb84ce-87e9-4465-bb03-79e34c4d54fe",
"billOfLadingNumber": "BL429905",

"eventSubmissionTime8601"; "2022-09-23T712:35:01.307Z",
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MAPPER BETWEEN NON-SEMANTIC AND SEMANTIC WORLD

oF
Existing AP 220N Semantic
applications Adapter

g
i




BRIDGES THE NON-BDI AND BDI WORLD

Existing AP Semantic
applications Adapter
[ Corda Node }
(...)




GRAPHDB

Existing AP Semantic
applications Adapter

Corda Node

(...) GraphDB
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BDI

Semantic
Tradelens API Adapter
Corda Node
(Tradelens) GraphDB
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BDI

) DUTCH CUSTOMS AUTHORITY

DCA H API
2

~

-

[ Corda Node W

/

N\

Semantic
Adapter

|

(DCA) J

| GraphDB



BDI

Semantic
AP Adapter
Corda Node GraphDB
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COMPONENTS

)
)
)
)

Corda 4.x network

Corda workflows written in Kotlin
REST API using Spring Boot and Kotlin
Semantic Adapter written in Python
Running on JVM technology

GraphDB 10

Runs ons Docker and Kubernetes
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) USE-CASE: TRADELENS EVENT
DEMO

JSON

W /events/newUnprocessed/{{destination}} f
—L API

Tradelens J _P
{;
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CORDA NETWORK
NODES RUNNING

. @ soudmaijer — bash -c — java « bash -c cd "[Users/soudmaijer/workspace/tno/platform-corda/build/nodes/Notary_Notary" ; "/Library/JavajJavaVirtu...

bash bash bash +

Last login: Thu Nov 3 11:39:48 on ttys@es4 L=8

bash -¢ 'cd "/Users/soudmaijer/workspace/tno/platform-corda/build/nodes/Notary_Notary" ; "/Library/Java/JavaVirtualMachines/adoptopenjdk-8.jdk/Co
ntents/Home/jre/bin/java" "-Dcapsule.jvm.args=-agentlib:jdwp=transport=dt_socket, server=y, suspend=n, address=5007 -javaagent:drivers/jolokia-jvm-1
.6.0-agent.jar=port=7007, logHandlerClass=net.corda.node.JolokiaSlf4jAdapter" "-Dname=Notary_Notary" "-jar" "/Users/soudmaijer/workspace/tno/platf
orm-corda/build/nodes/Notary_Notary/corda.jar" && exit'

+ ~ bash -c 'cd "/Users/soudmaijer/workspace/tno/platform-corda/build/nodes/Notary_Notary" ; "/Library/Java/JavaVirtualMachines/adoptopenjdk-8.3
dk/Contents/Home/jre/bin/java" "-Dcapsule.jvm.args=-agentlib:jdwp=transport=dt_socket, server=y, suspend=n, address=5007 -javaagent:drivers/jolokia-
jvm-1.6.0-agent.jar=port=7007, logHandlerClass=net.corda.node.JolokiaSlf4jAdapter" "-Dname=Notary_Notary" "-jar" "/Users/soudmaijer/workspace/tno/
platform-corda/build/nodes/Notary_Notary/corda.jar" && exit'

Listening for transport dt_socket at address: 5007

I e .

" e O N R . R Kind of like a regular database but
Jofeee, Pof B8 PR PR Y with emojis, colours and ascii art. &=
\ A [ A /\ /

S S ) S

--- Corda Open Source 4.5.8 (9c7f493)

Jolokia: Agent started with URL http://127.0.0.1:7007/jolokia/
1, ATTENTION: This node is running in development mode! @ This is not safe for production deployment.

Advertised P2P messaging addresses : localhost:10002
RPC connection address : localhost:10003
RPC admin connection address : localhost:10043
Loaded 2 CorDapp(s) : Contract CorDapp: Template Contracts version 4 by vendor Corda Open Source with licence Apache License,

Version 2.0, Workflow CorDapp: Template Flows version 4 by vendor Corda Open Source with licence Apache License, Version 2.8
Node for "Notary" started up and registered in 23.83 sec
Running P2PMessaging loop

Welcome to the Corda interactive shell.
You can see the available commands by typing 'help'.

Thu Nov 083 11:40:18 CET 2022>>> I
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é.

) API
SWAGGER Ui

[ BoN | ® Swagger Ul x | =

- C @ localhost:10050/swagger-ui.html#/

¢} swagger

Api Documentation

Api Documentation

Apache 2.0

Access token validation : Authorization Controller
Corda details : Node Controller
Data pull endpoints : Data Pull Controller

Event details : Event Controller

[ BASE URL: / , APl vERSION: 1.0 ]

t

¥ @ *O0@

New

default (/v2/api-docs) v

Show/Hide

Show/Hide

Show/Hide

Show/Hide

List Operations

List Operations

List Operations

List Operations

Explore

Expand Operations

Expand Operations

Expand Operations

Expand Operations

aes
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2 B
[ BN ] platform-corda - newUnprocessedTradelensEvent.http [platform-corda] :

platform-corda http  bdi-api = 4 newUnprocessedTradelensEvent hitp B N newUnprocessedTradelensEventj#1 » | B & 0L (. - B Gt « «+ A @ 9 Q ©O i

i OpenFiles = T = § — i newUnprocessedTradelensEvent.hitp : '

~ [y platform-corda ~/workspacefinofplatform-corda + @O B ¥ ® Risowith dev-tradelens ~ *Examples - g

. v Mhtp 18 P . : . . A il
i B bai-apl 1 # POST o Trodelens 'Actval looded on vessel' event (simulotes the TL webhook) ¥3 |
‘E am NewlnprocessedTradelensEventhitp 2 > POST {{api urll}l}/events/newUnprocessed/{{destination}} "
a 3 Authorizotion: Bearer doitanyway E-
E-3 :
4 Content-Type: application/json E
5 Agcept: application/json | 5
S— .
T 2
: { E;
9 "eventType": "actualloadedOnVessel", ;
18 "eventName": "Actual loaded on vessel",
11 "consignmentId": "9cBa54d9-b152-4019-8994-283353FFdaaa",;
12 "transportEquipmentId": “"cZcbB4ce-87e9-4465-bbB3-T7%ed4cad54fe”,
13 "bill0fLadingNumber": "BL429985",
14 "eventSubmissionTime8601": "2022-89-23T712:35:81.3872",
15 "eventOccurrenceTime8661": "2822-18-81T711:35:81.3822",
Services G 0 -
dlE = | TR+ Console ' Actuator
# ~ 5 Spring Boot -
- v ?Ht!_nﬂing \
+ » Server Douane API 10057/ I %
§ @ = Docker e
~ i Docker-compose: platform-corda &
g g ¥ & graphdb s
Mo = graphdb ]

~ & semanticadapter
 semanticadapter
<. platform-corda_default
= Containers
»* I Images
PGt » Run @ Debug Y Endpoints  Op Profiler % Build % Dependencies = TODO fhSnyk @ Problems o Spring 8 Terminal €3 GitLive | 4

% Structure

61 CRALF UTF-B dspaces@ | master % @

(o
S
®
2
2
g
g
8
:
:

§

£

.’ I 4 Ik 00:00,00 o




TRADELENS: NEW EVENT
DEMO

#pi newUnprocessedTradelensEvent.http

+ ® B X P Runwith: dev v

2 b A 5
3 Authorization: Bearer doitanyway
Content-Type: application/json
Agcept: application/json
7 [
8 {
9 "eventPublishTime": 1663936501514,
10 "eventSubmissionTime": 1663936501307,
1 "eventSubmissionTime8601": "2022-09-23T12:35:01.3072",

"aventNama": "Artnal Tnaded nn wesceel™

http://localhost:10050/events/newUnprocessed/BE

HTTP/1.1 201

Content-Type: application/json;charset=UTF-8
Content-Length: 51

Date: Thu, 03 Nov 2022 12:47:29 GMT

Event created: 12f828d8-329c-4578-8d87-ac62e2b8b7b4
Response file saved.

> 2022-11-03T134729.201. 3

Response code: 2081; Time: 12768ms (12 s 768 ms); Content length:

: 51 bytes (51 B)

innovation
for life



INTERNAL WORKING

/events/newUnprocessed/{{destination}} JSON Sema ntiC
Tradelens API Adapter
{ } Iﬁ
JSON .RDF

N\
Start New Event Flow I.

oD " |

= Corda Node = Corda Node e
Graph DB Store Event (TL) New Event Flow (DCA) Store Event Graph DB
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) USE-CASE: DCA QUERY (DATA PULL)
DEMO

W /datapull/request/tI?query=sparq| f
DCA . API
J o4 1
SPARQL




-

[ BN ] platform-corda — dataPull. http [platform-corda]
platform-corda hitp  bdi-api . dataPull http B2 A dnta!’uﬂEvmiEleUlDl#l -
sl il OpenFiles T = &t — i dataFullhtip © g dataPullEventByUUID. htin
v g platform-corda -/workspace/ino/platiorm-corda + @ B X | ¥ Revwih| dev-douane
: '.-:t:di_,pl ! »  POST {{api_urll}}/datapull/request/{{data pull_dataholder}}
= dataPull http . Authorizaotion: Bearer doitanyway

B Bookmarks

% Structure

s dataPullEventByUUID. http Content-Type: text/plain

Accept: application/json

& PREFIX data: <https://ontology.tno.nl/logistics/federated/tradelens#>
7 SELECT * WHERE {

8 data:DigitalTwin-c2chB4ce-87e9-4465-bbB3-7%e34c4d54fe ?p 70 .
g }
16
11 Hew
T
gl == | TR+ Console ' Actuator
# ™ &5 Spring Boot
- ~ » Running
¥ Server TradeLens APl :10050(
o » Server Douane API 10051/
@ %= Docker
~ 5 Docker-compose: platform-corda
& v & graphdb
= " graphdb I

“ & semanticadapter
I semanticadapter
.. plattorm-corda_default

* [ Containers

* Images
I Git i Debug ) Endpoints G Profilar A\ Build ¥ Dependencies = TODO fd Snyk O Problems @ Spring [ Terminal £} GitLive _"_'-
Gradle sync finished in 2 5 112 ms [today 20:30)

— o

R

>

ie B O L A S Q0D
P e
‘Examplultvg
-§
=

z

&

;
-

o)

:

G 9 -
=

=

-

B

11 LF UTF-B dspacesi@ | master & @&

4 Ik 00:00,00 {4



USE-CASE: DCA QUERY (DATA PULL)
DEMO

amy dataPull.http

+ @ 3 ¥ P> Runwith: dev ¥

1 b POST http://localhost:18051/datapull/request/{{dataholder}}
Authorization: Bearer doitanyway
Content-Type: text/plain
4 Accept: application/json

(2R X}

6 PREFIX data: <https://ontology.tno.nl/logistics/federated/tradelens#>

7 SELECT * WHERE {

8 data:DigitalTwin-c2cb84ce-87e9-4465-bb03-79e34c4d54fe ?p 20 .
9 +

10

1 |

http://localhost:10051/datapull/request/Netherlands

HTTP/1.1 202

Content-Type: application/json;charset=UTF-8
Content-Length: 55

Date: Thu, 03 Nov 2022 13:37:35 GMT

State with result: 13351127-7%9a3-4ab1-b395-9d7ebBa3278f
Response file saved.

> 2022-11-03T143735.202.json

Response code: 202; Time: 6687ms (6 s 687 ms); Content length: 55 bytes (55 B)
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INTERNAL WORKING

/datapull/request/ti?query=sparq|

DCA API

f
Start Data Pull Flow E‘A

SPARQL

.RDF

Corda Node Corda Node
(DCA) Data Pull Flow (Tradelens)

GraphDB
(private)
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STORING EXTRA SEMANTIC DATA

/events/newUnprocessed/DCA JSON Semantic
Tradelens _P API Adapter
{: 8
JSON .RDF

A
Start New Event Flow I.

I . M >

[ -ROF ] .RDF [.RDF ]
GraphDB | | GraphDB | ™ Corda Node Corda Node s E GraphDB
(private) (bdl) Store Event (TL) New Event Flow (DCA) Store Event (bd |)
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2ND PROTOTYPE (MULTIPLE EVERYTHING)
NEXT STEPS

) PoC: multiple nodes, multiple events, multiple queries

) Distribution algorithm(s)

Data Holder/User Data Holder/User
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) Event based access control

) Technology independed: Corda, IDSA, Peppol, Kafka, ...

) Data at the source implementation: SPARQL, Triple store, API’s, ...
) ..
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QUESTIONS?
THANK YOU FOR LISTENI
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detailed data are queried at the source

GDB
Private BDI <
Repo Repo
A A

query is run on private repo

TL

DD Sk

new incoming ME ® [P
minimal event
A
minimal event detailed event
is converted is converted
into RDF into RDF
Semantic
»  Adapter

Corda
Node

query forwarding

DCA

<

minimal event distribution

Corda
Node

GDB

what is the ID of

> BDI the container that
> Repo left at X time from
Y location?

—- API

data pull with query
is triggered

ID retrieved through:

p Direct inspection

.|

1@, Remote inspection

!

{l
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detailed data are queried at the source

GDB

Private BDI
Repo Repo

A A

A

query is run on private repo

DD Sk

new incoming API ME @ [r—)

minimal event

minimal event detailed event
is converted is converted
into RDF into RDF

Semantic
Adapter

v

GDB

what is the ID of
> BDI the container that
> Repo left at X time from
Y location?

—- API

TL DCA
query forwarding
<
Corda Corda
Node Node
minimal event distribution
Phase 1.:

Data Push, minimal event

data is distributed to nodes

Phase 2:

Data Pull, detailed data are

queried at the source

data pull with query
is triggered

ID retrieved through:

p Direct inspection
.p E@®.] Remote inspection

)
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TL can prove DCA
received results

) TL can prove

data was asked

DCA can prove TL
received requests

I EEEESEEEEEEEEEEEEENEEEEESEEEEEENEENEEEEEEEEEEENESR

sign tx with query

DCA can

NON-REPUDIATION

A 4

come from TL

| |
|
|
|
prove results n
| |
| |
| |
1

TL

Corda
Node

sign tx and send back

sign tx with result

-------- sign tx and send back

minimal event distribution

Distribution Algorithm

DCA

Corda
Node

Foreign CA

Partners
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